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ABSTRACT

A Distributed Denial of Service (DDoS) attack is an evil attempt to flood a website or a
network with malicious traffic to force it to slow down or stop working and it is now
extending to other technologies like cloud computing, 10T, and edge computing. This attack
has different types, the attacker can exploit the UDP protocol to flood the victim's devices
with a huge amount of data, or exploit vulnerabilities in network protocols, or may target
the application layer. All of the above attempts to overwhelm all available resources
including memory, CPU, and potentially the entire network aiming to incapacitate the
victim's machine or server. Despite numerous proposed defensive mechanisms, these
mechanisms often fall short as attackers continuously adapt using new automated tools. This
is why we propose a machine learning-based approach for DDoS attack detection in cloud
computing environments. Using machine learning classifiers, Random Forest (RF) and K-
Nearest Neighbors (KNN) and compared based on classification performance and
computational efficiency. Experimental results showed that the Random Forest classifier
achieved the best performance by reaching an accuracy of 99.97% with minimal false
positives. Finally, integrate the best selected model into a Flask-based real-time detection
system able to classify generated traffic as either Normal or DDoS Attack.

Keywords: Attacks, Cloud computing, DDoS, Machine learning, Random Forest.
1. INTRODUCTION

Digital infrastructure has now become a key part of business continuity with the advent of
digital transformation. This dependency has made companies more prone to cybersecurity
threats, including DDoS attacks (Ayele, 2022). In contrast to previous attacks, where only
one computer was used as an attack vector, DDoS attacks use a network of compromised
devices to overload the targeted system. Compromised devices, often called "bots" or
"zombies," send similar types of traffic (Nazario, 2008). These bots are centrally controlled
by the attackers and are responsible for sending a flood of malicious requests to the
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victimized machine instead of genuine user requests (Amrish et al., 2022). With increasing
complexity and scalability in cloud computing and SDN networks, the risk of DDoS attacks
has been amplified (Dong et al., 2019). Traditional firewall and detection techniques have
become ineffective due to the evolving nature of attacks (Mehboob etal., 2024). As aresult,
these DDoS attacks cause substantial economic losses for companies, especially small and
medium-sized enterprises (SMEs) (Herath, 2024).

There are usually three types of DDoS attacks. Namely, volumetric attacks, protocol-based
attacks, and application-layer attacks (Afraji et al., 2025). In turn, there are three types of
defense mechanisms, namely, detection, mitigation, and prevention strategies (Somani et
al.,, 2017). A key characteristic of DDoS attacks is their non-compliance with standard
network congestion control mechanisms, as they transmit packets at extremely high rates
(Bahashwan et al., 2024). Hence, it is crucial to filter malicious traffic as close to its source
as possible (Nur, 2021). However, an inherent drawback of relying solely on monitoring
traffic volume at the victim side is the inability to identify whether the increase in traffic is
caused by flash crowds or real attacks (Peng et al., 2004). Furthermore, more sophisticated
attack types, such as link-flooding attacks, utilize low-rate and seemingly legitimate traffic,
making them significantly harder to detect compared to traditional flooding attacks. These
attacks depend on coordinated botnet behavior to target specific network links rather than
directly attacking servers (Singh et al., 2019).

Therefore, attack detection techniques that are precise and efficient should be developed
and implemented. These techniques should work in real-time (Aktar and Nur, 2023; Awan
etal,, 2021; Ahmad et al.,2020). Deep learning and machine learning can be relied upon
to detect DDoS attacks in cloud computing environments (Deniz and Sertas, 2023;
Osanaiye et al.,2018), especially when using Anomaly-Based Detection methods (Dincalp
et al,, 2018) because, although scalable and flexible, cloud computing systems remain
exposed to dangerous DDoS attacks. Fuzzy logic and neural networks should also be
explored for possible prevention and counterattack techniques (Khordadpour and
Ahamdi, 2023). There are also various defense strategies, such as signature-based
detection, anomaly-based detection, filtering, rate limiting, and multi-layered defense
strategies (Bonguet and Bellaich, 2017). In general, early intelligent detection of attacks
with accurate attack classification and dynamic response (filtering + restriction + resource
allocation) may be among the best ways to prevent DDoS attacks (Rahman et al., 2019).
Information theory is also very significant due to its ability to spot any abnormal changes
without the need for prior training, thus helping in identifying changes that might be an
attack (Alargan et al., 2025). Particularly, when using conditional entropy with multiple
machine learning classifiers (Pandey and Mishra, 2025). And since entropy alone gives
false alarms and machine learning alone is costly, combining the two enables us to detect
attacks early and accurately (Hassan et al., 2024).

As attacks are constantly evolving, defense mechanisms require continuous research and
development in order to be able to function in real-time, not only based on offline
information (Mittal et al.,2023). To address key challenges such as data manipulation and
leakage (Alouffi et al., 2021).

If we take a look at the studies in this field, for example, researchers from (Bawany et al.,
2017) proposed a novel framework towards detection and prevention of DDoS attacks in an
extensive network that comprises a smart city built on SDN infrastructure. Furthermore,
researchers in (Alduailij et al., 2022) exploited the capabilities of the random forest
algorithm to detect DDoS attacks.
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Some of the solutions, such as (Das et al.,2019) designed a Network Intrusion Detection
System (NIDS) by integrating multiple classifiers through ensemble modeling techniques
and considered the fact that every classifier is capable of identifying particular types of
attacks. They tested this NIDS system on an NSL-KDD data set with a reduced feature set and
found that this NIDS system was able to identify 99.1% of the DDoS attack cases. However,
it would be appropriate if we looked at the research works that compared the performance
of different machine learning classification algorithms, such as (Khuphiran et al., 2018).
They analyzed the traditional SVM and a newly emerged deep learning approach called deep
feed forward (DFF) and concluded that DFF should be preferred in the case of maximum
accuracy, while SVM should be used when the classification speed is vital.
(Doshi et al., 2018) used IOT device sources to automatically detect DDoS attacks using
low-cost machine learning algorithms and traffic data that is flow-based and protocol-
agnostic, using loT-specific network behaviors (e.g. limited number of endpoints and regular
time intervals between packets).
Another research study explored the performance of the Naive Bayes algorithm compared
to RF and KNN (Bhushan and Gupta, 2019; Dahiya and Gupta, 2020; Al-Qerem et al.,
2020). Founding that Naive Bayes offers better accuracy, making it a strong candidate for
detecting DDoS attacks.
We can observe that no single classification algorithm is always the best for every problem.
Rather, the performance of algorithms varies depending on the nature of the data. Therefore,
the goal is to choose the most appropriate algorithm for each problem instead of always
using the same algorithm (Pise and Kulkarni, 2016).
In this work, we present a machine learning-based framework for DDoS attack detection in
cloud computing environments. The framework evaluates and compares Random Forest and
K-Nearest Neighbor classifiers using the CICDD0S2019 dataset and deploys the best-
performing model within a real-time Flask-based detection environment, which allows
testing the proposed framework in simulated real-time applications.
This paper provides a machine learning framework for detecting DDoS attacks in cloud
environments, where traditional security approaches often struggle to identify evolving
attack patterns in real time, especially since attackers are constantly employing new attack
patterns. Therefore, the proposed methodology integrates data analysis, feature selection,
model comparison and real-time deployment using a user interface to improve attack
detection performance.

e This research aims to develop an effective intrusion detection model by applying two
machine learning algorithms, such as random forest and KNN, to identify and classify
network traffic into normal traffic or DDoS attacks. Experimental results showed that the
random forest classifier outperformed KNN by achieving an accuracy of 99.98%, making
it the final selected model.

¢ Analysis network traffic features and identify the most relevant attributes affecting attack
detection. Implementing correlation analysis to select the top nine most influential
features, which can reduce data complexity while maintaining high classification
performance.

e Enhance cybersecurity in cloud and network environments by providing an intelligent
detection mechanism capable of identifying malicious traffic patterns at an early stage,
helping maintain service availability and network continuity.

e Provide real-time solution by using the best trained detection model in a real-time
environment using a flask-based web application. This deployment enables live traffic
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generation, feature visualization and instant classification of network traffic as either
normal or DDoS attack.

2. METHODOLOGY

Fig.1 illustrates the steps involved in the proposed approach:
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2.1 Data Collection

Figure 1. Research methodology.

This study used the dataset CICDD0S2019, which contains 67 network traffic features that
describe different characteristics of communication between the sender and receiver. These
features were grouped into several categories.

such as destination port and flow duration.

Features describe the communication channel and destination service being accessed,

Features represent the number of packets transmitted during communication; these

features are very important in DDOS attack domain. For example, total packets sent and
total packets returned.

length and average packet size.

Traffic timing features measure packet transmission timing.
Protocol flag features represent TCP control flags used during communication.
Other features, such as header features.

Another important feature measures the size of transmitted packets, such as packet

Fig. 2 shows the class distribution, indicating that the dataset contains slightly more attack
traffic samples than normal traffic samples. Where 56.72% of the dataset represents DDoS
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attacks, while 43.28% represents normal traffic. Although the class distribution is
moderately imbalanced, this imbalance is not severe and remains within an acceptable range
for binary classification tasks. In addition, model performance was further assessed using
classification metrics analysis to ensure that the results were not biased toward the majority
class.

Distribution of Labels (0 = Normal, 1 = Attack)

120000 4

100000 +

80000 4

Count

60000 4

40000

20000 1

Label

Figure 2. Distribution of samples on dataset.
2.2 Preprocessing

In this step, we prepare the collected data for analysis. This means dealing with missing
values by either deleting or replacing them with appropriate ones, and ensuring all features
are suitable and consistent for modeling by resizing or normalizing the data. If there are
categorical variables, they are converted to numerical variables using techniques such as
one-hot encoding to facilitate processing by machine learning algorithms. Also, divide the
dataset into two sets to test the performance of the model. These two sets are the training
group and the test group. The training group contain 80% of the chosen data and is used to
train the model. On the other hand, the remaining 20% is the test group and represents the
data that the model will be tested on.

2.3 Features Selection

This step aims to reduce the complexity of model and enhance training efficiency. So, this
study identifies the most influential features for DDoS attack detection by applying
correlation analysis between each feature and the target label to measure the linear
relationship. This helps focus on traffic patterns that are most discriminative between
Normal and DDoS Attack traffic. As shown in Fig. 3, the top features indicate which network
traffic characteristics are most indicative of malicious activity. Features like packet length
have the highest correlation with DDoS attacks, suggesting that attack traffic often exhibits
larger or more variable packet sizes in backward flows. On the other hand, packet that based
on statistics, such as average packet size, also contribute significantly to distinguishing
normal from malicious traffic. In this study select the best 9 features. The main objective of
this study is to decrease time of training and testing, therefore enhance model performance.
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Figure 3. The best features.

2.4 Machine Learning Models

In this step, we choose the two machine learning models, that includes random forest and
KNN. The random forest model is constructed using 10 estimators, the number of trees in
the random forest. The KNN has 20 neighbors. These models were trained and tested on the
train and test groups.

2.5 Model Evaluation

In the final step, we aim to evaluate the performance of the trained model. We use several
metrics, such as calculating the Confusion Matrix, data recall, F1 Score, and Precision. These
metrics aim to determine the accuracy and reliability of the model and they demonstrate the
model's effectiveness in real-world environments and whether it can accurately predict
potential attacks without false alarms.

2.6 Deployment Model

Deploying the best model as a Flask-based prototype to simulate real-time DDoS traffic
classification, where the best model was exported using Joblib and integrated into the
application for inference without retraining.

3. RESULTS AND DISCUSSION
3.1 Random Forest Evaluation Results

The Confusion Matrix is a powerful analytical tool that provides a detailed view of the
performance of a random forest model used to detect network anomalies. This matrix helps
evaluate the model's effectiveness in classifying network activities as either benign (normal)
or potentially malicious.
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Actuals

Predictions

Figure 3. The confusion matrix.

According to Fig. 3, the confusion matrix, we analyze the following:

- True Positives (TP): has a value of 29,327. Suggesting that this value indicates the
number of times the model was able to correctly identify an attack. This is an indication
that the model is very effective in identifying real attacks. This implies that the model is
able to detect the majority of the attacks as they happen, thus improving the system's
ability to defend against the attacks.

- True Negatives (TN): with a value of 38,384. Indicating the number of instances where
the model correctly identified benign activities. We can also note that the number is high,
and that demonstrates that the model is also adept at recognizing normal network
behavior. This is a positive indicator of the model's ability to avoid false alarms, thus
minimizing unnecessary interventions and maintaining efficient system performance.

- False Positives (FP): with a value of 0. This value indicates the number of benign activities
that were wrongly identified as attacks, and as we can see, it is none, which is an
indication that the model does not mislabel benign activities as attacks, which is a very
good thing in a business setting where false alarms should be avoided. This improves the
dependability of the model in detecting actual threats.

- False Negatives (FN): with a value of 11. This value represents the number of instances
where the model failed to detect an attack. While the ideal number should be zero, a low
number of false negatives (only 11) indicates that the model misses very few attacks,
meaning it has high reliability in detecting actual threats.

We use the values extracted from Fig. 3 to calculate a set of important metrics to evaluate

the performance of the random forest model used to detect network anomalies according to

the following equations:

- Accuracy

TP+TN 67711
TP+TN+FP+FN 67722

=99.98 (1)

Accuracy =
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The high accuracy (99.98%) shown in Eq. (1) indicates that the model does an exceptional
job of correctly classifying network activity, whether these activities are attacks or benign
(ordinary) activity. This result reflects the effectiveness of the model in classifying data with
high accuracy.

- Precision:

Quality Precision = TP 29927 (2)
TP+FP 29327

A qualitative precision of 1 (or 100%) means that each time the model predicts an attack,

the prediction is always correct. This implies that there are no false positives (FPs), which

means it has the capability of being 100% precise in distinguishing between benign activities

and attack behaviors.

- Recall:

TP 29327
Recall = =

TP+FN ~ 29338

=99.96 (3)

Thus, from the given high sensitivity value of 99.96%, this model is excellent in detecting
most of the actual attacks, at the same time missing only a few. This shows how highly
sensitive this model is towards an attack; therefore, it will detect threats in the majority of
cases.

- Specificity:

Specificity = W _ 3838 _ (4)

TN+FP 38384

Specificity of 1 (or 100%) means the model is ideal in correctly predicting benign activities.
Itimplies the model does not make mistakes in labeling legitimate activities as attacks, hence
zero or minimal intervention.

- F1 score:
F1 — Score = PrecisionXRecall = 9998 (5)

Precision+Recall

The F1 measure, which gives the harmonic mean of accuracy and recall, shows that there is
a balance between attack detection and accuracy of prediction. A high value of F1, which is
99.98%, signifies that it has a high level of effectiveness in attack detection and correct
categorization of normal activities.

3.2 Comparison Between Random Forest and KNN

As shown in Fig. 4, both models achieve extremely high accuracy, suggesting that they
correctly classify almost all instances in the dataset. But for the precision metric, random
forest achieves perfect precision (100%), indicating no false positives in the evaluated
results. The result ensures that random forest consistently outperforms KNN, especially in
precision, which is critical in intrusion detection systems where false alarms can be costly.

In real-time detection, the testing time is a critical issue, where the model that works in real-
time must have very low testing time. As shown in Fig. 5, the random forest achieves the
lowest testing time compared with KNN, that make it very suitable for real-time detection,
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even though it has training time. Due to in real-time not important training time, the most
important factor is testing time.

100
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Figure 4. (a) Comparison between Models based on Accuracy, (b) Comparison between
Models based on Precision.
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Figure 5. (a) Comparison between Models based on Training Time, (b) Comparison
between Models based on Testing Time.

3.3 Deployment Results

According to previous results, the best model is random forest; after training it, we save it
into Joblib to use it in real-time detection without retraining. According to Fig.6, the random
forest model succeeded in classifying network traffic into normal and attack. In this case,
when the user clicks on the generate button, our system generates normal or attack traffic
as the user selects. After generating traffic, the random forest classifies traffic as normal or
an attack. Suggesting that the random forest model can be deployed in real scenarios.
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Traffic Type: Normal Traffic

Feature
Bwd Packet Length Mean
Avg Bwd Segment Size
Bwd Packet Length Max
Bwd Packet Length Std
Packet Length Mean
Average Packet Size
Packet Length Std
Max Packet Length

Packet Length Variance

Value
0.11281472716709973
0.10401688819103405

0.21103412458059009
0.8834841127499605
0.2664639483455561
0.9410476287568166
0.07561014296286395
0.40034586549222617
0.7201764408991618

Journal of Engineering, 2026, 32(8)

Traffic Type: DDOS Attack

Feature
Bwd Packet Length Mean
Avg Bwd Segment Size
Bwd Packet Length Max
Bwd Packet Length Std
Packet Length Mean
Average Packet Size
Packet Length Std
Max Packet Length

Packet Length Variance

Value
15.083027909956973
12.261416992169941
13.312382543156366

18.39367831462492
16.030380402587106
16.5301579667 32737
16.439075218612633
12.056085593651282
19.884954522895377

cormn s o ...
o Nemameme ooos Atac

(a) (b)
Figure 6. Traffic Detection System (a) Normal Traffic, (b) DDOS Traffic.

3.4 Comparison with Similar Recent Studies

As shown in Table 1, machine learning models, particularly random forest, consistently
achieve high detection performance for DDoS attacks, while deep learning models like LSTM
can perform well if the dataset contains sufficient temporal patterns. Our study contributes
by validating the robustness of random forest and showing that even classical models like
KNN can provide high detection rates when carefully tuned. But in real-time detection, the
random forest is the best selection, which outperformed all previous models. In summary,
the proposed model achieved performance comparable to previous studies in this table,
while maintaining low testing time and demonstrating suitability for real-time deployment

scenarios.
Table 1. Comparison with Similar Studies.

Study Models Used Dataset Results
(Ouhssini et al.,, CNN-LSTM-Transformer CIDDS-001 F1-score: 99.97%
2024) AutoCNN-DT and GA
(Kumar et al., 2023) | LSTM, DNN, KNN CIC-DD0S2019 | Accuracy: 98% for LSTM

CIC-DD0S2019,
N-BaloT

Accuracy: 99.96% for Random
Forest

(Berrios et al. 2025)| Random Forest, XGBoost,

LSTM

Random Forest,and KNN | CIC-DD0S2019 | Accuracy: 99.97% for Random

Forest, and 99.79% for KNN.

Our study

4. CONCLUSIONS

In this paper, we develop a DDoS detection model using a random forest algorithm in cloud

computing. The results of the experiment show that the model is efficient and provides an

accuracy of 99.97% for network anomaly detection and 100% qualitative and qualitative

accuracy, meaning that the model does not raise any false alarms and will not misinterpret

any other attacks. Also, the high F1 value shows the balance between the capability of attack

detection and the precision of prediction for benign activities. The confusion matrix
10
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presented a detailed analysis, proving that the model can detect the vast majority of the
attacks with very low false negatives; this makes it a robust and reliable model to work with
in real environments. The study epitomizes the effectiveness of machine learning in
enhancing network security and detecting cyberattacks in cloud computing, utilizing the
Random Forest algorithm. This model provides an overall and effective solution to
cybersecurity threats that are targeting cloud networks. Despite the excellent results
achieved by the model in this study, some areas can be explored in future research to
enhance the effectiveness and efficiency of the proposed system, such as:

First, model optimization using hybrid algorithms: The random forest algorithm can be
combined with other machine learning algorithms or deep learning techniques to further
improve accuracy and reduce false negatives. Hybrid algorithms can offer more
sophisticated solutions for handling complex patterns of cyberattacks. Second, Real-time
data integration: Improving the model to work better with real-time data to enable early
attack detection and immediate responses. Handling real-time data and processing data
flows can enhance model performance in real-world environments. Third, Cost and
efficiency analysis: Examining the impact of model implementation in terms of cost and
resource efficiency. Understanding computing costs, training time, and forecasting is crucial
for widespread model adoption across industries.
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  A c c u r a c y =   T P + T N  T P + T N + F P + F N =  67711 67722 = 99 . 98  


  Q u a l i t y   P r e c i s i o n =   T P  T P + F P =  29327 29327 = 1                                                          


  R e c a l l =   T P  T P + F N =  29327 29338 = 99 . 96          


  S p e c i f i c i t y =   T N  T N + F P =   38 . 384  38 . 384 = 1      


  F 1 − S c o r e =   P r e c i s i o n × R e c a l l  P r e c i s i o n + R e c a l l = 99 . 98      

